FIG. 1 > i I PLAIN TEXT 

(PRIOR ART) ij 




I — 120 



1; 

jit 

FIG. i\ 
(PRIOR /\RJ) 



Kt^ H PC2"f| 



Ka^— I PC2 \\\ 



/240 



Ks^— | PC2 



✓ 240 



Ki S ^- | PC2 .ft 



Ki6^— | PC2 



✓ 24f6 



KEY 



I 



"PCI I — 200 



Co 



I 



T 



Left Shift | — 22dj | Left Shift | — 230 



D, 



5 



Left Shift (-2201 I Left Shift 1—230 



c 2 



Da 



5 



Left Shift h 22Qi I Left Shift 1—230 



C3 



I 03 I 

Izz^ — 



5 



Left Shift ( —220 1 | Left Shift [ —230 



C15 



5 



LeftShift [ — 220 S | Left Shift | — 230 



C16 



D15 



T 



1 FIG - 4 V 

' (PRIOR ART) 




CIPHER TEXT 



FIG. 5A 
(PRIOR ART) 



ao' ;'i bo 

V Y 



8 rounds 




© CIPHER FUNCTION UNIT 



FIG. 5B 
(PRIOR ART) 



' bo 
V 



J L 

UNROLLED LOOP 
CIPHER FUNCTION 
UNIT 



8 rounds 



Ra(=R2I-3) 



flc (=Ra-0 



R B (=R2I-2) 

✓ -32 



|.fm 

-A 



FIG. 6 
(PRIOR ART) 



^ 610 



EXPANSION 
PERMUTATION UNIT 



620" 



•48 



.-48 



S-Box 
PERMUTATION 
UNIT 



JT 

630 



."32 



P-Box 
PERMUTATION 
UNIT 



.-32 



32 



32 



£J)-~650 



■A 



K m (=Ka-i) 



Ra-i =R 2i-3 ©f{R 2i-2, K 2H 
.-32 



EXPANSION 
PERMUTATION UNIT' 



■48 



S-Bqx 
PERMUTATION 
UNIT 



.-32 



P-Box 
PERMUTATION 
UNIT 



.-32 



• Kn(=K2l) 



.-32 



'32 

R2l=R21-2©f(R2I- 



,Ka) 



Ro (=Ra) 



FIG. 8 



Round 


;| 5>n. 


1 Om 




TSn 


HPa) 


A * 


I 


+1 


2 


2(Pi) 


H 4 


4 


+2 ' 


6 


3(P2) 


'I 4 ' 


8 


+2 


10 


4(P 3 ) 


>j 3 


12 


+2 , 


14 


5(P0 


• H 


15 


+2 


17 


6(P 5 ) 




19 


+2 


21 


7(ft") 


l l 4 


23 


+2 ' 


25 


B(P*) 




27 


+U0) 


0 



^28 



Key 





^56 







800 



PC1 



56 



<28 



8 rounds ;; 



^28 



.810* 



28 



LEFjT SHIFT I 



830 / i' !| 



CLK 



P1 — 



PC2 



850' 



,48 



8 rounds 



28 

- — >-P2 



^28, 



LEFT SHIFT | 
s 840 



/880 



I 



LEFT SBjlFT H PC2 | *-{ LEFT SHIFT | 
|48 ^870 

Kn 



~T|860 



FIG. 9 



Round 




Sn 


TQ 


Dn, ; 


TQ 


1(P<0 




4 


0 


— T : 


-| 


Ar1J 




4 


5 


-2 


4 


3{P 2 ) 




4 


10 


-2 


8 


4(P 3 ) 




3 


14 


-2' ; 


12 


5(P 4 ) 




; 4 


17 


-2 . 


15 


6(Ps) 




!* 


21 


-2 : 


19 


7(Pb) 


H 3 


25 


-2 


23 


8(P 7 ) 


112 


0 


-1 , 


27 




/980 ; r 

[RIGH T SHIFT~H PC2 | ^- | RIGHT SHIFT] 

Km 



FIG. 10 



to tl t2 ts -ti it5 t6 t7 t9 U tlO til tl2 tl3 tu tl5 t IS tl7 tlB tl9 

j I I I I !| I I I I M I ■'■ I I I I I U 




ITT 



J 1 


Ki 


Ka 


1 Ks 


Kt 


Kg 


Kti 


■Kia 


Kis 


Ki 


K 3 


L J 


Ka 


— i — 


1 


Ka 
— I — 


Kio 


Kw 


Kh 

'"T" 


Kl6 

I 


Ka 





VI 3 



f I l -I I l 



3 


4 


| t 


3 


4 


4 


\A 


2(1) 


3 


4 


4 


4 


1 4 


3 


4 


4 


3 


2 


4 


4 


s i 
l 1 
I I 
1 


i illi :i 

! !"5 

a 


1 
1 
l 
1 


I 1 1 
1 l 1 


I 
> 

■ i 


I 
i 
1 
l 


1 
! 

1 


I 

I 
i 

I 


1 


4 


6 


12 


15 


19 


;23 


27 


1 


4 


2 


6 | 10 


14 


17 


21 


• ; 25 


0 


2 


6 



;J FIG. 13 



to ti 'h tillU ts te t7 ts to tio tn tiz ti3 tu tis tie tn tis ti9 

I I I U\\ I I I I I I I I. I I I I I I I 

I l I I I 



Po 



I 



I I 
Pz , 



Pa 



I I 



Ps 



r i 



Pr 



Po 



Pi 



IBR(U 



rmiirLTLrLnjaji_n_n_j 

i i rn i i i i i i i ' i i i i i i i i ' 



j I I I I I I I I 

[ 1 I I 1 1 
I ! 



I I 
I I 1 
I I I 



1 


i •! 


i i . i 


i i 


i 




i 


j i 


io ; 


"!| 


12 


13 


14 


15 


; 16 


17 


10 


11 


ao 


x-f| 


X 


X 


X 


X 


X 


X 


Co 


X 


bo . 


*<\ 


X 


X 


X 


X 


X 


X 


do 


X 


! 


I it 

i'i' 




I 

! 


j 

! 


! 


1 

' ' i ! 


i ! 

i : 


bi 


bar. 


> 


b 7 


ba 


bn 


, bis 


bis 


di 


d 3 


bz : 


t»4- j 


be 


be 


bio 


biz 


bn 


bi6 


da 




I 

i i 
i i 

J i . 


!: 


! j ! ! 


! . ! 
I ■. i 


1 ! 
! 


! 


Ki 


Ka ': 




K7 


K9 


K11 


, Kia 


Kl5 


Ki 


Ka 


Ka 




Ke 


Ke 


Kio 


Kl2 


\\ Km 


Kis 


Kz 


Ki 


1 1 | .u i 

i i j i i i i 
i i i i ji i 

! 1 :l 1 "l! 1 


I 
I 
I 
! 


I 
l 

1 

l 


I 
! 

I 

.- I 


1 
1 

, 1 
1 


r 
i 
i 
i 


I I 
i I I 
I I I 
I I I 


215 


bt * 




bs 


b? 


b 9 


; b» 


bis 


bis 


di 


216 


b 2 1, 


J b 4 


bs 


be 


bio 


1 bi2 


bu 


bie 


d 2 



f0BR(J] 



| 1 





\\ zis 


bio 




\\ ZIS ' 


bis 


07 | ooi j 01 | 02 


03 


04 


05 1 06 1 07 1 OO 



FIG. 14 



Traditional 1 6 Round DES 

U 



(1) No Latency Hiding (L 
, 32Cycie 


atency=32, Throughputs/ 
32Cycle 


32) 

I 

I I 




1 


IN | 16-DES | OUT 


j ' ,IN | 16-DES | OUT 


| IN | 16-DES | OUT | 
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